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Preface

Chief of Staff of the U.S. Army General Mark A. Milley
repeatedly warns ofincreased complexity, ambiguity, and speed in
future warfare. The decisionmaking process at all levels of
command will be challenged by the environment, the situation, and
the enemy, as well as by the percemn and interpretation of our
thoughts. The reaqiirement to frame decisions around the scope
and rate of information sharing on the modernbattlefield and
adapting those frames to the complexity of context and content,
necessitates the ability to think critically and creatively. The
curriculum at the University of Foreign Military and Cultural
Studies (UFMCS) directly addresses these challenges by training
and preparing students to operate as a Red Teamer. Red Teaming
creates and illuminates pathways to better decisions by employing
structured techniques to identify hidden dangers, reveal unseen
possibilities, and facilitate creative alternatives. It is, in essence, a
form of risk management for the human brain.

The U.S. Army chartered UFMCS with the mission to teach Red
Teaming to the U.S. Army and otheauthorized organizations. As
the nature of warfare has evolved, so too has our curriculum and
academic offerings. Version 9.0 of the Red Team Handbook
represents the current state of our program. Although the contents
of this volume and our courses are niofficial doctrine, the
practices discussed directly support and arén both Joint and U.S.
Army Doctrine. This handbook provides the reader with an
introduction to the fundamental concepts, methods, and tools
essential to the practice of U.S. Army Red dming.

Mark R. French
Director, UFMCS
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Editorial Staff

With many iterations of the Red Team Handbook since
2005, we could not have made it to this version without
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Chapterl

Introduction

personnel and top planners to develop an operational

plan for the next year. These people work in the same

environment, have received similar training, and share
common experiences within a hierarchical lamework. The
processseems togo smoothly, as most decisions are made based
upon what the group believes the leader wants, what the senior
personnel suggess, and what everyone knows to be true about
the organization and the operaional environment. The gan is
drafted, accepted, and put into practice.

And it fails!

n I AAARAO AT 1T OGATAO A 1T AAOGET ¢ |

Why did it fail, and what could have been done to increase
the odds of success?

The group may have misunderstood what the leader
xAT OAAh 10 OxEAO AOAOQOUITA ET,
0OAOOEAEDAT OO AT O A EAOA £EAT T AI
OEAU xAOA Al xAuoO AiT1TAho xEOEI O
ways to improve. The group may have ignored ambiguous and
Aii pil Ag OI PEAOh OEET EET ¢ OEAU A
person in the room knew of a problem but was afraid to
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contradict someone senior or the subject matter expert
Moreover, the actions of a competitor or adversarynay have
completely derailed the plan.

As human beings, we develop patterns of behavior and
thought that help us achieve ougoalswith the least amount of
effort possible. For example, we learn early in life that we can
have greater success and more friats if we cooperate and agree
with other people z go along to get along. To save time and
energy, we develop shortcuts and apply solutions that work in
ITA AOAA O1T bDpOT Al AT 6 ET A1 1T OEAON
perfectly. We assume we know more than a/really do, and we
AiTT1T60 NOAOOGETT 100 AOOOI POETT O8
despite having valuable ideas, cede control in meetings to the
extroverts and remain mute. These actions and this learned
behavior combine to deceive us. We assume we are applyithg
best solutions without reflecting on our actions and asking if
there is a better way, or if we are really applying the correct
thought and behavior to get the outcomes we want. When we
join together in groups, these human characteristics amplify,
and our tendencies and learned patterns of behavior lead us to
situations like the planning meeting described above.

Why Do We Red Team?

Expanding on the words ofpsychologist Dietrich Dorner,
people court failure in predictable ways, by degrees, almost
imperceptibly, and according to their own culture and context
In other words, we routinely take shortcuts because of
limitations on time, personnel, or other resources, and we
accept that as a normal way of doing business. We assume we
understand situations be@use we have been in similar ones
before, and we turn a blind eye to ambiguityl O AT 160 A&O
appreciate asymmetries. We discount potential threats because
xA AT 180 AEOihe likelilo@EOokdiEeAcd Ar the
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complexity of influencing factors. We make many small

AAAEOET T O OEAO AOA ET AEOEAOAI I L

together, become the seeds of failure. We take comfort in the
familiar, and assume others, even on the other side of the world,
share our views, beliefs, and tendencies. Theseasons and
more are why we Red Team.

AEvery assumption we hol d,
S

ingle one of them must be
CSA Mark A. Milley

What is Red Teaming?

Red Teaming is a flexibleognitive approach to thinking and
planning that is specifically tailored to each organization and
each situation It is conducted by skilled practitioners normally
working under charter from organizational leadership. It uses
structured tools and techniques to help us ask better questions,
challenge eylicit and implicit assumptions, expose information
we might otherwise have missed, and develop alternatives we
might not have realized exist. It cultivates metal agility to allow
Red Teaners to rapidly shift between multiple perspectives to
develop a fuler appreciation of complex situations and
environments. This leads to improved understanding, more
options generated by everyone (regardless of rank or position),
better decisions, and a level of protection from the unseen
biases and tendencies inherentn all of us.

Four Principles of UFMCS

The University of Foreign Military and Cultural Studies
(UFMCS), established in 2005, offers Red Teaming instruction
built on four main principles and incorporating several key
fundamentals. The first principle addreses the individual with
Self-awareness and Reflection (SAR). If we are to make better
decisions, we must first understand what beliefs guide and

e
ct
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motivate us, why our unique experiences lead us to those beliefs,
and why we make the decisions we do. Aactive appreciation of
our system of belief and decisiormaking process provides us
the opportunity to apply fundamentals like slowing down z
taking time to reconsider our preconceived notions and
assumptions and basing more of our actions on logic than on
emotion. Selfawareness also helps us foster an openness to new
ideas, a desire to improve, and a conviction we can.

When individuals join and create groups, we apply the
second principle,Groupthink Mitigation (GTM) and Decision
Support . People acting ingroups can fall victim to unseen group
dynamics that can derail the decisiormaking process. There are
unseen forces and dynamics that can presre us to agree with
the group or to avoid contradicting the senior personor subject
matter expert in the discussion. Closely examining group
dynamics and actively soliciting and considering ideas and
solutions from all group members (without fear of
recrimination) presents a fundamental way to break free from
groupthink and help make better decisions.

When considering groups, whether larger foreign societies
or smaller sub-groups in your own organization, we gain
perspective by Fostering Cultural Empathy (FCE). This
principle helps us understand why different people and groups
value different things, ard why they approach issues and act in
fundamentally different ways. Though we perceive shared
similarities in some areas, we are all unique products of a
lifetime of different experiences, lessons, and beliefs. Adopting
an anthropologcal focus, we can askvhy another person or
group acta certain way, and honestlyattempt to explore the
influences and reasoning that led to such behavior. Even in cases
in which we find behavior abhorrent, we can still establish a
clearer understanding that could lead us tca more effective
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response.

The final principle, Applied Critical Thinking (ACT) ,
provides an improved understanding of our own decision
making processes, as well as the ability to deconstruct
arguments and better understand others. It helps identify
assumpions, bhiases, andcan allow us torestate ideas usingan
analogy to describe complex ideas more simply. Perhaps most
importantly, it allows us to generate and evaluate alternatives,
thereby increasing our chances of finding the path to success.
ACT incorporates several fundamentals, including slowing
down, asking why, seeking alternatives, and other more
advanced strategies.

UFMCS Training

UFMCS presents these interlaced principles and
fundamentals within a curriculum designed to improve the
ability of students to think and act in a continually evolving,
complex, and ambiguous environment. Like Red Teaming itself,
each class is audiencéocused, tailored for topic, time and
resources available, venue, and desired result. Sessions are
heavily interactive. Stidents actively practice techniques and
employ tools in an iterative manner, constantly building on their
knowledge and abilities. This facilitatesthe development of
levels of proficiency only possible through handsn application
and helps ensureUFMCSgraduates can confidently apply their
knowledge outside the classroom. UFMCS also maintains an
active online community and offers reach back support and
follow-on training to ensure continual growth and refinement of
the Red Team community.

This Handbook

This handbook is an unclassified living documentand
regularly evolves to incorporate new ideas, approaches, and
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tools. It should provide a compendium of ideas from UFMCS
curriculum and serve as both a reference for our graduates and
a broad introduction to others; it is not intended to be a
textbook, a checklist, ordoctrine. In the spirit of Red Teaming
and generating alternatives, we welcome comments,
suggestions, and input to aid the process of continual
improvement. We hope the following pages provide \ae to
every reader and inspire some to pursue further study.
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Chapter2

Self -Awareness and Reflection

"Only as you do know yourself can yaamrbeain
you as a sharp and efficient tool. Know your own
failings, passions, and prejudices so you can separate
them from what you see."

Bernard Baruch, Presidential advisor to Woodrow Wilson
(WWI) and Franklin D. Roosevelt (WWII)

outside observers might note our habits and routine

behavior, they cannot easily observe or discern the
experiences, values, psychological needs, and biases that cause
us to act in specific ways. As the only one with an internal view,
each individual is responsible for reflecting on and considering
their own inner composition. Once we understand why we
behave in certain waysthen can weactto overcome undesired
or unproductive personal tendencies.

I I umans are more complex tan we appear. Though

The journey to such understanding isthat of becoming
more selfaware. Seawareness provides the ability to see the
self as a separate entity, independent from others and the
environment, yet continually influenced both by those factors
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and by a lifetime of experiences. The need for suchvareness
shows itself every time we make a decision; objective
evaluations and decisions can only be made by selfvare
individuals who understand the characteristics of the self that
would influence the end result.

Suchan understanding can protect us from the pitfalls of
modern life. Constant demands on our time, whether from
family, work, or other obligations, push us toward making faster
decisions based on instinct or intuition. While that technique
certainly takes less ime than reflecting on the issue, it often
leaves no time to consider the subconscious memories,
emotions, or biases involved indecisionr-making processes.
Recognizing the factors that cause us to think or feel a certain
way is the first step to making a btter decision.

A selfaware person is more mindful of personal
dispositions and biases, and recognizes internal cultural,
contextual, and situational frames. This seldwareness benefits
the Red Teamer and critical thinker by allowing us to
understand notonly our own baseline of thought and behavior,
but also how external stimuli like exposure to other cultures or
different ways of thinking impact that baseline. Selawareness
allows us to move beyond simply recognizing our emotions, into
awareness of whythose emotions exist in the first place. Beyond
allowing us to understand ourselves, this deeper awareness can
help strip away the barriers to understanding and empathizing
with others.

Though discussed as a single discipline, selfvareness
development & UFMCS employs a collection of lessons,
techniques, and evaluations, all based on the theory of Self
Authorship. The combination includes:

1. Study of Temperament; Personality Dimensions®
2. Study of Emotional Intelligence and Welbeing
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3. Study of InterpersonalCommunications
4. Introspection: Who Am 1? Exercise
5. Introspection: Daily Journaling

SeltAuthorship

SeltAuthorship, first penned by developmental
psychologist Robert Kegan and then further developed as a
higher education model by Dr. Marcia Baxter Magoldas ia
holistic model and approach to developing selawareness. Self
Authorship generates an internal voice to guide responses to
external realities and has value for critical thinking and decision
making. It is a process whereby we develop the values arah
internal compass that will enable us to deal with new
information, ambiguities, and life challenges. Expanded into the
Theory of SelfAuthorship (see Figure 2.1) Dr. Baxter Magolda
describes our ability to internally define our own beliefs,
identities, and relationships as a key driver of personal growth
and selfawareness. The theory is grounded in two assumptions
about adult learning and knowledge. First, people create
knowledge by interpreting their own personal experiences.
They analyze and judge expeénces from an individual
perspective, and the resulting information is what we consider
to be knowledge. Second, seHuthorship, or the knowledge of
ITA80 OAIl #h EAO AT O1 AAOI UET ¢ (
nature. As a person maturesthe abilitU O ET T x- T 1 A
develops, changes, and matures as well.

The theory proposes three dimensions of selfuthorship:
epistemological/cognitive, intrapersonal, and interpersonal.
The cognitive dimension employs meaningnaking in ways that
recognize the sowlly constructed and experiential nature of
knowledge. The intrapersonal dimension considers our own
personal beliefs, values, and goals, while the interpersonal
dimension considers the same in others. Together, these three
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areas provide insight into thenature of our knowledge, the roots
of our personal philosophy, and the ways we relate to others.

COGNITIVE
DIMENSION

INTERPERSONAL INTRAPERSONAL
DIMENSION DIMENSION

Figure 21 SelfAuthorship Diagram

Temperament

Oneds temper ament abehaworismi nes
theinstrument forttyey us what we must have. Our behaviors
cluster into activity patterganized arouhdmes of needs

and core valugecific to edemperament.

Temperament is one facet of our personality. It is habitual,
often observable, and represents particularepeated patterns of
behavior. It is the way we make decisions, communicate, and
prioritize; it is our comfort zone. To explore temperament,
UFMCS uses Personality Dimensions®. Rooted in Jungian
Typology, Personality Dimensions® explores our preferences,
needs (see Table 2.1) and orientation along a continuum
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between introversion and extroversion.

Introversion involves:
E Directing our attention [energy] inward to internal
stimuli.
E Thinking things through internally before we share any
thoughts.
E Doing our best processing through quiet, individual
contemplation.

Extroversion involves:
E Directing our attention [energy] outward for external

stimuli.
E Thinking things through externally as we brainstorm
out loud.
E Doing our best processing through collaborative group
interaction.
Personality Dimensions® Needs Value

To achieve mastery; Conceptstheories,

Inquiring Green knowledge and scientific inquiry, and
competence consistent logic
To find significance and | Harmony, cooperation,

Authentic Blue meaning; a unique ethics, andauthentic

identity relationships

To preserve the organism|  Belonging, stability,
procedures and security, andgroup
responsibility preservation duty

Freedom, variety,
adventure, and
performance with skill

To act inthe moment;

Resourceful Orange impact andexpediency

Table 21 Personality Dimensions Needs and Values

Complementing these dimensions, Linda Berens speaks to
three layers of the self inUnderstanding Yourself and Others: An
Introduction to Temperamen® The first and outermost is the
contextual self, which examines how we prefer to act in the
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moment of anygiven situation. The second is the developed self,
representing behavior and skill we learn as we grow from those
situations. The third and innermost layer is the core self,
illustrated as genetic predispositions acquired at birth. Taken

together, the modds from Personality Dimensions® and Linda

Berens provide a framework around which to build our

understanding of the cognitive aspects of the Theory of Self
Authorship.

Emotional Intelligence

AAnyone can become angry, t hat
theright person, to the right degree, at the right time, for the right
purpose, and in the righilagtisnotga sy . 0

Aristotle

Emotional Intelligence is both the natural ability and the
AAOGAT T BAA OEEIT O O OAAIT Ci EUA AT/
self and in others. It also involves using this awareness to
manage behavior and relationships. It affects critical thinking
and decison making, as well asthe navigation of social
complexities.

The Emotional Intelligence Famework (see Figure 2.2)
developed by Daniel Golemancontains competencies in both
personal and social realms. The personal cqmtencies have
two dimensions:

1. SelfAwareness of emotions as they occur and impact
rational thought and influence personal outcomes.

2. SelfManagement, or the ability and skill to identify and
understand your emotional response to positively
influence behavior, personal outcomes, work @rformance,
and leadership, as well as to develop coping skills and
resilience.

The social competencies also have two dimensions:
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1. Social awareness developed through recognition of the
emotions of others, which facilitates the development of
cognitive empahy and the ability to understand another
DAOOI 160 PAOOPAAOEOAS 4EEO EOG
interactions, active listening, and asking relevant,

impactful questions, as well as by accurately interpreting
non-verbal communications and cues.

2. Relationship Management, which occurs through
accurately interpreting and interacting in social situations,
networks, and systems. This involves the skills of
persuasion, influence, and negotiation, as the practitioner
works to facilitate cooperation, cohesion, and teamork.

PERSONAL
COMPETENCIES

WHAT | SEE WHAT | DO
SOCIAL RELATIONSHIP
AWARENESS MANAGEMENT

Figure 22 Emotional Intelligence Framework

Interpersonal Communication

Interpersonal communication is an exchange between two
or more people conveying ideas, emotions, or information. This
can be either verbal or nonvebal and includes semiotics.
Interpersonal communication:

E Includes actions and ethics related to moral principles.

E Occurs between peple who are themselves evolving
and/or changing.
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E Can attain mutual goals, when done intentionally;
appropriate/effective.

For the Red Bamer, interpersonal communicationggowell
beyond speaking, and relies heavily on three types of listening:

Strategic Listening is seeking information to facilitate
choices or open a space for new ways of talking about a problem,
using openand closedended questions [not a statemet in the
form of a question].

Use it when:
E Seeking clarification about the purpose of the
interaction
E Shaping the outcome to accomplish your ends
E Thinking critically or solving a problem
£ Fulfilling a role or responsibility

How to do it:

E Consider when to inject open and closed questioning

E Ask clarifying questions and offer paraphrases

E Weigh what is said against your goals

F Be on the lookout for discoveries

Empathic Listening is showing concern and identifcation
in support of emotions. Atthe moment, it helps the person feel

safe and understood. Its absence may suggest impatience,
disinterest, or even dismissal.

Use it when:

F Trying to understand how your counterpart feels
E Trying to defuse strong emotions
E You are able to be sincere

How to do it;
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E Ask indirect questions to echo pieces of what they say
E$1160 ET OAOOOPORh AOO i 0601 60
Z+AAD Ul OO AUAO i1 OEA 1 OEAOG
mouth)
E Acknowledge their emotns
Active Listening is showing involvement and respect to
foster social relationships. It is measured at the perceived
guantity and quality of your interest. Its absence may show a
lack of concern or importance.

Use it when:

E Complimenting strategic and empathetic listening
E Demonstrating that the topic and/or relationship
matters

How to do it:

E Acknowledge what they are saying without interrupting
E+AAD AUA AT 1 OAAO 10 Ul OO AUA
E Expand on parts of what thg are saying

Interpersonal Conflict

Competence in personality temperaments, emotional
intelligence, and interpersonal communication are helpful
safeguards when conflict arises. Managing conflict requires
mutual participation but provides mutual benefit. Pausing to
revisit ideas and reflect on similarities/differences between
temperaments can reveal the relevant perceptions that led to
conflict. The reflection in turn can be leveraged into bridging
strategies that can help defuse the conflict.

Introspection

AUNnt i | you make the unconsci
|l ife and you will call it fat
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Carl Jung

Introspection allows us time to look inward, removing
outside distractions, and consider ourselves, our thoughts, and
our behavior. As practiced at UFMCS, it comprises daily
ET 60T AT ET ¢ AT A OEA O7EIT i )eod Ag
Journaling is a fundamental requirement for UFMCS
students. Daily reflection leads to written journals covering
personal thoughts, discoveries, and questions, class topics, and
an examinaton of applicability for each particular student.
%l OOEAO OA&EI AAO A AAADPAO AT A 11 OA
topics; not a simpleretelingi £# OEA AAU8 O AOAT 008
emphasis on personal consciousness that is also paramount to
critical thinking habits, and that is seldom explored in the
normal course of a day. Time with personal thoughts/feelings
i £FO0AT 1 AAAO OEA xOEOAO O A O0OUI
experiences, beliefs, attitudes, and values.
F What have | learned about myself or my ent@mnal
responses?

E What ismy personal growth? Db | feel most
proud/upset about?

F What topics/tasks did | respond to most
easily/guardedly?

Who Am 1? is an introspective exercise that works
simultaneously on many levels. Participants take turns telling
their story; an opportunity to practice active listening, deepen
the understanding, and create an environment where alternate
perspectives are valued, and successful listeners are ardently
rewarded. Participants soon view themselves in a profound way,
at a cepth rarely welcomed in the military. Invariably, they find
OEAO OEAU AOA 1106 AITTTA ET Al DPET (

As a result, participants feel significantly more connected to
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the group and less alone in the world; a tremendous team
building vehicle. The group learns about where others are
coming from with ideas, values, and alternate perspectives.
Participants are both liberated individually and bonded as a

group.

Summary

Effective interpersonal communication will bring about
more satisfying relationships and increase both personal and
professional success.

Selfawareness is increased by reflecting and journaling
daily, studying the Personality Dimensions model, and
committing increased attention to interpersonal
communication. Studying the four temperaments, identifying
ITA60 AT i £ 006 UITAR AT A AQGAIE
introversion/extroversion continuum will increase
understanding of personal and social behavior. Weave a better
understanding of why and how we make decisions after careful
thought and reflection regarding our personal needs, values,
stressors, and biases.

Selfaware Red TEamers know that values, behaviors,
beliefs, personal stories, motivations and gls differ from
person to person. Most notably, he/she is mindful that how we
see ourselves (what we say and what we do) may be quite
different from how others perceive us, and vice versa. This Red
Teamer also understands wherethey need improvement:
empathy for others, critical thinking, interpersonal
communication, cohesion within the group, etc.

As a selfaware individual, you are better equipped to:

E Optimize your interpersonal communication.
E Positively influence and persuade others.
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E Leverage preérences, talents, and skills.
E Unravel gaps, differences, and conflicts.
¥ Appreciate and empathize with others.
E Consider others' perspectives.

E Think more broadly.

1 David Keirsey and Marilyn BatesPlease Understand MeCharacter &
Temperament Types,"8ed. (Del Mar, California: Prometheus Nemesis,
1984).

2Linda V. Berensnderstanding Yourself & Others: An introduction to the 4
Temperaments, ¥ ed. (Huntington Beach, California, 2010).
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Chapter3

Fostering Cultural Empathy

"Cultural anadys is intrinsically incomplete. And, worse than that, the
more deeply it goes the less complete it is. It is a strange science wh
telling assertions are its most tremulously based, in which to get sorr

withthe matter at hand is to intensify the suspicion, both your own a
that of others, that you are not quite getting it right. But that, along w
plaguingubtigeople witthtuse questions, is what being an ethnograph

is like'
Anthropologist Clifford Geertz, 1973

Clifford Geertzwas describing what it is like to be an
ethnographer, but he may just as well have been
describing a Red Team tasked with a cultural analysis. A
curious and skeptical disposition, rather than one of certainty,
suits the Red Teamer.Cultural awareness meais the discovery
OEAO OEAOA EO 11 O1T1T 01 Al déd bPiOEC

I n the above passage fronThe Interpretation of Cultures

Cultural awareness is not the same thing as cultural
sensitivity. The idea is not to escape or discard our own deeply
held values, beliefs, and ideals, or to practice cultural relaism,
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but to better understand the distinctions and similarities
between our own and those held by others (both adversaries
and allies) for the purpose of avoiding missteps in planning and
policy formulation. Our methods and outcomes as military
planners differ from those of the ethnographer or
anthropologist in that our task is not only to observe, but also to
plan and act upon our analysis.

Keep this cautionin mind as you read this chapter and as
you begin on any cultural examination: when we analyze
another culture, we must do so with full consciousness that our
vantage point lies outside of it. Moreover, the things we see are
the things we most often attempt to manipulate. These things
are the superficial edifices of culture. Real wisdom here is to
gain an appreciation for the deep, unalterable foundations of
culture, not to reconstruct it in the manner we desire.

~

Al dondét think we should study
a geographer is going to master anything, or an anthropologist is
going to aster anything, or a historian is going to master
anything. Hasedkmowlédge irtabthesesaredsy o a d
the ability to dissect a culture or an environment very carefully
and know what questions to ask, although you might not be an
expert in &t culture, and to be able to pull it all together. Again,

an intelligence -othatk,l milignlys t hat
oriented one, but one that pulls these factors together that you
need to understantimean, as simple as flora and fauna all

the way up to basic geographic differences, environmental
differencésultural, religious and everything else. That becomes
your life as a planner, or as the director of operations, and as the
key decision maker . o

General Anthony Zinni, 1998

Understanding Culture for the Red Tearar

This chapter is about developing better questions
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concerning culture, in order to facilitate planning, policy making,
and strategic and operational decision making These are
informed by cultural empathy and enhanced by Red Teamq
tools and a functional systems approach. Red Teaming methods
and tools prevent us from accepting easy answers to hard
guestions about culture and its complexity. The functional
systems approach enhances our ability to translate the
abstractions and nuares of culture into doctrinal, and/or
operational terms. To that end, we emphasize the following in
our Red Teamingapproach tocultural examination:

9 Conscious examination of the roles of ethnocentrism
vice cultural relativism

9 Culturally-centric case stulies
1 Tools to foster empathy

Ethnocentrism

One aim of the Red @aming cultural methodology is the
reduction of blind ethnocentrism. Ethnocentrism, the belief that
ITTABO T x1 AOI OOOA EO EIT EAOAT OI |
natural tendency of most indviduals.3 This problem existsin
planning when the planner is so bound by their own culture as
01 AA OAIT ETA O OEA AAEI EOU OIi
AT T OEAO 1T AOQOET T Al 4 NedativeAdD Histdetdd C O
stereotypes too, are a challenge to ooplete cultural
understanding as well. Stereotypes by themselves are not
negative. At issue here is whether they are accurate or distorted.
Distorted stereotypes are polarized, simplistic, and selerving.

Race and ethnicity are common characteristics thaare
historically susceptible to distorted stereotypes.

nStereotyping is a process b
members of groups and the information that we have stored in
our minds about the group i s
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BehavioraScientist Taylor H. Cox, 1994

Often, we tend toward oversimplification of -cultural
complexity in matters of planning. Our natural inclination is to
construct simplified models of a complex reality in order to
explain things. We develop simplified explanabns based upon
selected cultural aspects of the Operational Environment (OE)
that facilitate our planning and desired end states. The tendency
is to regard culture as a block, a category with geographic or
ethnic boundaries, and not as the peple, the indviduals that
makeup what is the human domain. For example, a simple
AT OxAO O1 OEA NOAOOEI1T O7TEAOA EO
explains geographical boundaries, as on a political map. A more
ET OECEO&EOI AT OxAO EO 0O) 060 mEAOA
AT A EOh xEAOA O-A@EAAT 6 3DPATEO
wherever Cinco de Mayo is celebrated, by whomever and for
whatever reason. Cultures have social and psychological as well
AO CAI COAPEEAAI Aiil OAgOO8 #0601 6060,
the hundreds or perhaps even thousands of culturally learned
identities, affiliations, and roles we each assume at one time or
Al 1T OEAO8 O#1 1 Pl AGEOU ET OI 1 OAO OE
DAOOPAAOEOAO xEOEET AMdtipledahd x A AT
alternative perspedives, better questions, and thinking more
OAT I Pl Agi Ubd EO éamiAgagpboach to éaltu@E A 2 A/

To that end, we adopt the position that the study of culture
EO OT 1T 6 Al AobpAOEI AT OA1T OAEAT AA
interpretive one in search of me& E 1 7CTHebe are several
challenges to forming an interpretive approach to culture, but
that is our aim. We seek an explanation that accounts for the
occurrence of certain phenomena in culture, in a place, at a
certain time, for a certain group, for the pirpose of planning,
policy formulation, and decision support.

Challenges to interpreting culture
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1 Choosing apperceptive (conscious perception with full
awareness) frameworks that are sufficiently rgorous
without being reductive.

1 Determining what cultural skills, a Red Teameshould
have.

1 Determining how best to introducethese skillsin our
practice.

1 The most important aspects of multicultural awareness
may be learned but cannot be taugH.

1 Establishingfavorable training conditions for
multicultural awareness to occur and provide the
necessary knowledge and skills

T DefiningOCT T A AOI OOOAT O&4AET ET Co

Al't i s difficult to know the
have an awareness of your own culturally learned assumptions
asthegont rol your | ifebo

Psychologists Mary Connerley and Paul Pedersen, 2005

When seeking to interpret, understand, or analyze a culture,
nothing is more essential than to realize the extent to which the
interpretation is uniquely our own, with all the inherent and
inescapable biases and ethnocentricity that comes with it. While
we cannot completely escape our culturally learned
ethnocentricity, there are tools, methods, and frameworks we
employ to give us greater awareness of it and how it shapes our
thinking and decision making.

There are many definitions of culture. Some are broad,
general, and inclusive, while others are specific to the interest of
the practitioner (ethnographer, social scientist, psychologist,
warfighter, etc.).

SomeCultural Definitions
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T07EAOAOGAO EO EO 1T A EAO Oi

ET
I DAOAOA ET A TATTAO AAAADPOAAIT A

T04EA xAAO 1T &£ OEGI EAEAAT AA AAOE

OEAI OAd OAOS8

T04EA AT 11 AAGEOA POI COAITETC

distinguishes the members of one group ocategory of
DAI DI A &£O011W AT 1T OEAO8S

1 Operational Culture: Those aspects of culture that
influence the outcome of a military operation; conversely,
the military actions that influence the culture of an area of
I PAOAOGETY O j !/ Q8o

90! OEAT OU 11 @&¢dupofpgetpleinffactx EEAE

AAEAD®ABS
The key point to remember is it is all theory until you get there.
# 01 OOOAS

1 Islearned

1 Is shared

1 Changes over time

1 Is not always rational to outsiders

There are several frameworks that attempt to capture
aspects of culure for the purpose of studying them. These broad
frameworks lay out major categories of cultural differences.

Differences of the various approaches relate directly to the
purpose of the research. Cultural frameworks do not explain
everything, but they stil explain something, and our attention
should be focused on isolating what that something is with
regard to military planning.

There is no ideal framework or best way to classify a culture.
Moreover, frameworks should not supplant a straightforward
explanation. The Red Teamer should understand that

/
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classifications and categories often only serve to provide a
simplified basis for analysis. Opting for one categorization or
framework over another not only determines the kind of
guestions we may ask but may dboscure other important
guestions that should be askedFor this reason, Red Teaers

OET O A Ai DI T U OAOAOAT AEOAI Axi OE
Ways of Seeing) when conducting cultural analysis.

Some Cultural Frameworks

1. PMESHPT (Political, Military, Economic, Social,
Information, Infrastructure , Physical Environment, and
Time) is frequently used to organize militarily-relevant
knowledge about a place, but it is not the only valid
framework nor is it complete in and of itself. Frameworks
of all kinds areartificial tools, not explanations for the way
things really are in the society. Graduates are encouraged
01 AOE OEAI OA1 OAOh O7EAO0 EO i
PMESHPTAT A1 UOEO 8 AT AO EO AT OAO
in question, does itfully addresscomplex interaction
between variableh A OA8e 6
2. Kluckhohl 8 © 3-@l@DimeGsfns of Culture:
1 The nature of people, good or bad?

1 The relationship between people and nature,
Harmony or subjugation?

1 The relationship of people, individualism or
Group?

1 Theprimary mode of activity, Being or Acting?
1 Conception of space, private or public?
1 Time orientation, past, present or future?
3. Nesbitt on Cognitive Differences:
1 Patterns of attention and perception
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Assumptions about the composition of the world
Beliefs on ontrollability of the environment
Assumptions about stability and change
Preferred patterns of explanation of events
Habits of organizing the world

= =4 4 4 -4

Use of formal logic rules
1 Application of dialectical approaches
4. Hall on Communication Patterns:
1 Context, wha must be explicitly stated?
1 Space, how much personal space is necessary?

1 Time, monochromic (events occur one at a time)
or polychromic (simultaneity)

5(1 FOOAAABO #1 O1 OOU 0071 £EI1 AO4q
1 Power distance
1 Uncertainty avoidance
1 Individualism
1 Masculinity/femininity
1 Time Horizon

6. Five Operational Cultural Dimensionsfom Operational
Culture for the Warfightei4):

1 The Physical Environment
The Economy

The Social Structure

The Political Structure

= 4 -4 A

Beliefs & Systems

In the end, the framework(s) we choose is/are based on
what we want to know and what we plan to do. We want to
gather not only analysis and facts but explanations that lead to
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empathy/understanding that contribute to a methodological
approach to operational design, joih and service military
decisiorrmaking processes.

Every Red Teamer should possess a general OE knowledge of:

9 Dimensions of Culture
1 Aspects of National Culture

1 Distinct motivational values born of cultural upbringing
and context

Cultural Analysis for the Red Tearmr

RedTeaming instruction at UFMCS fagses on culture at the
general level of knowledge. Emphasis is placed on culture
because culture was identified as a gap in the understanding of
the OE during @eration Iraqi Freedomand Qperation Enduring
Freedom, and because culture is historically diffiult to
understand as its substance and significance is often abstract
and not immediately observable.

The UFMCS Cultural Empathgurriculum includes lessons
focused principally on four subject areas that are uniformly
acknowledged in anthropological studes as foundational to any
cultural study: social structure, politics (power and authority),
economics, and religion (belief systems). The assumption is that
to understand any one part of a culture or society we must look
at all the rest of the sociecultural context. The purpose of
separating a society or culture into elemental parts or basic
principles is not to isolate these elements, but tanderstandthe
nature of the whole.

General knowledge focuses learning about a complex OE on
what is important for military planning and decision making.
General knowledge is not concrete but an abstraction from
experience - generalizations abstracted from multiple specific
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cases. Generalization simplifies a complex realitycomplexity

that otherwise overwhelms our ablity to understand. An

example of a model or framework that serves to simplify and

illustrate an otherwise complex cultural reality is ( | £AOOAAAS C
Onion Model of Cultural Manifestations(see Figure 3.1)}5

MANIFESTATIONS OF CULTURE

* Symbols: Change readily; words,
gestures, objects

* Heroes: Persons real or otherwise,
their deeds, outward appearance

* Rituals: Collective activities.
Reinforce group cohesion.
Technically superfluous, socially
essential.

* Values: Learned early, hard to
observe, hard to explain. "Known
or felt.”

Practices: Visible to outsiders, but
their cultural meaning is invisible
and lies in the interpretation of
insiders.

Figure 31 The Onion Model

When populated, this simple general model presents the
2AA 4AAT A0 xEOE A AOI OOOAT 0O8O0A
behavior, prevalent among a group of human beings at a
OPAAEZEAA OEIi A DPAOET A AT A xEEAE.
sharp discontinuE O ELAMD8eds like this one allow the Red
Teamer to analyze what is the same, and what is different, the
OOEAOD AEOAIT 1T OET OEOGEAOGS 1T £ OEA
general categories and asset of patterns with which to begin a
cultural examination of the OE that may be useful in the

development of the Environmental frame of the design process.

Without general categories we easily get lost in the
complexity of specific details. At the population level, the human
domain is extremely complex and iscontinuously changing
which makes analysis to identify what can be influenced to
achieve the desired outcome intractable. There are too many
interconnected variable® at some level most all variables are
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connected? and causal relationships are constantly chaging.

This fact alone is enough to make planners take an essentialist

OEAx 1T &£ AOI OOOAR O) 660 Al xAUuO A
ATo explain different patter
assuming that human life is not merely random or capricious
Without this assumption, the temptation to give up when
confronted with a stubbornly inscrutable custom or institution
becomes irresistibleo

Anthropologist Marvin Harris, 1989

Organization of cultural information is more than simple
aggregation or popuhting a rigid systems model with general
information. Important nuances of culture may be missed in a
simple aggregation and cannot be examined by looking only at
institutional design. This is whereRed Teaning may be useful
in determining which information, general and specific, is
contextually important in the design or planning process, and
EAIT D OO0 OI AOITEA OEA OAI POAOGEITI
stereotypical fashion.

The complexity of the human domain may be simplified by
organizing specific irfformation into general categories
important for military operations. These general categories are
based on what is important to know. At the highest level of
organization for military operations, these general categories
are the military operational variables, PMESHPT. These
categories simplify reality and provide a framework to focus
collection of Regional Expertise and Culture (REC) specific
information relevant for military analysis.

According to CJCSI 3126.01A, Language, Regional Expertise,
and Cultue (LREC) Capability Identification, Planning, and
31 OOAET ¢ch OUOOAI 6 OEETEETC EO O
the regional system interact with one another and change over
O E i 18/8 the population level, it is an understanding of the
interaction of variables across a population. Given complexity,

AO 1T AT OGETTAA AAT OAh OOUOOAI O «
simplification of reality into relevant general categories of
variables. The task forRed Teaners is to render reality as
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simple as possible, but noimpler, for the purpose of military
planning. For this reason, a functional approach to cultural
analysis of the OE is suggested as one approach the Red Tetam
may take for the purpose of connecting cultural analysis to
planning and operations. The follomng Functional Systems
Approach to cultural analysis for planning is adapted from the
USAFAS Regional Expertise and Culture Instructor Course (Pilot)
developed by Dr. Daryl Liskey.

Functional Systems Approach

Functional Systems

System — variablesthat interact with one another

Function — variables that interact which are related to an outcome

Reality is Complex and Interconnected
What is important to know:

/ Political — Power

> Economic— Resources

. Military — Physical Force
) / Social — Solidarity
- Information— Communication

‘7_""'5 Infrastructure— Macro structures

» PMESII are not categories of entities

» What is Important is Mission Dependent

Figure 32 Functional Systems Approach

Functional System is an analytical approach to understand
regular interacting relationships (links) and the associated
entities (nodes) in an OE (se€igure 3.2 andJP 2 01.3}°Itis an
analytic device for separating from its contexta set of
phenomenawe want to study. Anthropologist Ronald Cohen
describes it this way:

The system as a whole does something. It can be characterized
as having an activity or activities, and its various parts
contribute to the fulfillment of theselrefeixisystems
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designers are quite clear on this point when they design system
since they start with functions (emphasis added) and then work
back to create a set of interrelationships that will, in fact,
describe the carrying out of thée ends.

How variables are related to produce a specific outcome is
the definition of a function. The functional system consists of the
regular patterns of interacting variables that cause the output.
A functional systems approach is useful because it provides a
systemic approach to analyzing interactions on what is
important to know.

Keep in mind that the functional systems approach is not
theory, nor is it doctrine. It is a method that links all aspects of
cultural research together (Red Teaming, Design, LREC, PMESII
PT, etc.). It is but one of many methods that may be used to
enhance apperception (conscious perception with full
awareness). Its intended use is as a bridging device between
Red Teaning analysis and doctrine. The goal of this approach is
an accurate desciption of a culture, leading to an explanation,
and ultimately better-informed planning and decision making.

The PMESHPT systems (which the Army identifies as the
Operational Variables) purport to identify the most important
outputs or effects relevant for military operations in a typical
country at the campaign level of planning. In functional terms,
the Operational Variables are:

Political z power : how binding decisions are made
Military z physical force : how physical force is exercised

Economic z resources: how goods and services are
produced, distributed, and consumed

Social z solidarity : how people interact in theireveryday
lives
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Infrastructure z physical macro systems : how critical
resources and activities move across mamade physical
systems

Information z communications : how information is
produced, distributed, and consumed

Physical environment : how geography,manmade
structures, climate, and weather impact the operational
environment

Time : how timing and duration are perceived by various

actors

ADRP 5tqg O! &£O01T AGET T Al O1 AAOOOAT A
consistent with the description of the operational variablesin
ADRP 5 and other Army and Joint Publications like JPr2p 8 ¢ 8 6

At UFMCS, we include Religion, or belief systems, as a
function.

In general, the PMESIPTvariables are important functions
of any population, which is well established in the academic
literature. A PMESHPT systems approach can be usedcross
the levels of war: a village, for example, may be usefully
analyzed in terms of a PMESIPT framework for missions that
cross the full range of military operations.

Caveats: In general, a PMESPT Operational Variables
approach is consistent with a functional systems approach given
two caveats:

1. PMESIFPT is not meant to be stand -alone descriptive
bins for categorizing entities (e.g., persons or
institutions).
a. In other words, it is unnecessary to thmk of any
element of the system as a compartmentalized function
which must be sharply separated from its context. A
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single entity or institution may be important across the
PMESHPT operational variables, i.e., a sheik may be an
important factor in an andysis of power, force,
resources, and solidarity of a tribe. If the sheik is
categorized as a social factor but not a political factor,
then the analysis of power misses an important aspect.
In complex societies, institutions may be structured to
perform a single specialized function, i.e., a business
enterprise to perform an economic function or a
government to perform a political function. However, a
political analysis of American politics can include
military, economic, and social institutions as importat
variables. If economic istitutions are walled off from
political, then the analysis will be partial or biased and
unlikely to accurately estimate the effet.

2. Mission Dependent: Which functions are important
in a particular military mission differ depending on the
mission.

a. As noted in JP 2 01.3, Joint Intelligence
Preparation of the OE, for mordocused military
operations a full analysis of the PMESPT is not
needed. As, in governance operations, analysis of the
political system can be the most useful (keeping in
mind that PMESHPT are not descriptive categories)
while military force -on-force operations the analysis of
the Military system is likely the mostuseful.

By now we have established that there are several
frameworks, procedures, and models by which to examine
culture. Whatever design we decide upon is dependent on the
answer to four critical questions (adapted from Keesing, 1970):

1. What will be the shape and design of the cultural
description?
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2. What is the relation of such a cultural description to the
overall goals of the military plan or decision?

3. How is the adequacy of the description to be evaluated?

4. What evidence is there that the descriptions & have
sketched will be productive?

The purpose of these questions is to explain culture to what
end? What is the connection? And the answers to these
guestions are critically important in determining the validity of
whatever cultural framework, process @ model we choose. The
answer must be better understanding to inform the planning
process.

The human domain is infinitely complex. It pushes back,
evolves, and changes rapidly and unpredictably. We currently
lack sufficient analytical power to reliably urderstand functions
in the human domain in the same way we can in the biological
or engineering domains. Institutions can be engineered to
perform a function, but the OE outside of institutions are more
complex. RatherRed Teaning tools and a functional aproach
to the human domain generate research questions that focus the
purpose for an analysis and what casual relationships are
important. Given a certain question, we structure research areas
by identifying what is necessary to answer the question based
on our general knowledge. To the extent that general knowledge
is true, the categories and relationships will be true. It provides
I 60 OAAOGO ETEOEAI CcOAOO6 xEEAE
The Critical Variables , Cultural Perceptions Framework |,
Onion Model, and Six Empathetic Questions are useful Red
Teaming tools in generating questions and categories that
support the functional systems approach and in generating
broader understanding (empathy) and alternative perspectives
for cultural analysis.

There are three important advantages of a functional approach:
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1 Focuses Analysis on Outcomes and Effects. Observing
entities alone can tell us little about what is important for
outcomes like power (control). A local government official
or sheik may not be animportant variable. In a village, the
priest or large landowner may exercise more power. Or,
power, more likely, is distributed throughout a functional
political system. By understanding the functional system,
entities or relationships can be identified hat are
important for causing an outcome. Systemic functional
analysis increases the likelihood of developing course of
action (COA) that will achieve a desired effect.

1 Identifies what is important across specific areas : A
functional approach also enables Regional Expertise and
Culture-general understanding applicable across any area.
Understanding key specific functional relationships like
decision making, execution, and enforcement enables
identification of the specific institutions across specific
regions or systems. The specific institutional form can vary
greatly: the ultimate decisionmaking function can be
exercised by Congress in the United States, the Central
#1 11 EOOAA ET OEA o0AT DPIAGO
supreme religious leader in Iran. Itmay also be shared
among different institutions to varying degrees.
Understanding of functions provides general knowledge of
what is important across specific areas where institutional
form can vary widely.

1 Synchronizes knowledge and analysis across
echelons: Specific forms of institutions also vary across
echelons within an AO. For example, political parties may
have a national level organization, linked to regional
political groups, which in turn are linked to local informal
power holders in a village. Aunctional analysis enables an
understanding of vertical as well as horizontal system
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relationships related to outcomes despite specific
differences in form. This enables an analysis of how one
level affects the other as well as enabling the aggregation of
information and analysis across echelons.

Cultural Relevance

A few rules of thumb apply to recognize when culture may
be more important:

Greater Cultural Differences : Culture is more important
when cultures differ from our own. In countries like Afghanigan,
these differences can be marked and more important than
institutional considerations. In more Westernized cultures,
cultural differences may be few and institutional differences will
matter more.

Unstable Countries : Where institutions are weak or are
collapsing, cultural ties are relatively more important and can
become a critical source of conflict as well as resilience.

Marked Differences within a Country : The cultures
within a country can vary markedly. The culture in rural areas
is less Westernied compared to major urban areas and the
culture can vary from area to area within a country. Differences
in culture can produce strong cultural dynamics within a
country even in highly institutionalized Western countries and
these dynamics can be criticalor Western countries.

Additionally, culture can be a more critical consideration in
Inform and Influence Activities and, at the individual and
organizational levels, operating with JIIM partners.

Summary

Anthropology is about observation, collection, anctross
cultural comparisons. Military planning is oriented toward
action and exhibits a bias toward a particular type of action
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(security, stability, decisive action, etc.). The processes of
military planning can have a dramatic effect on the goals of
those actions. Red Teaning is about apperception, theory
construction and testing. These fields frequentlyoverlap but
tend to use different methodologies and techniquesRed
Teaming aims at improving cultural understanding with the
goal of enhancing the chares of successful outcomes in military
planning. In the case of cultural empathy, it is about
explanations of the relationships of cultural functions.Red
Teaming represents a methodology, and the approach affects
the method. The order of application reflets a strategy. The aim
of the strategy is the support of operational planning in the form
of Design and MDMP. The following are some thoughts for the
Red Teaner to keep in mind when conducting cultural analysis:

1 The study of culture is not performed in istation. It is
only meaningful when regarded as part of a larger body of
thought (e.g., strategy, design, campaign planning).

1 Cultural analysis is part of the larger intellectual process
of warfighting and peacekeeping.

1 The tendency to depend on onauthority, one theory, or
one approach to cultural apperception is extremely
dangerous in military planning.

1 Red Teaning cultural methodology is not a new way of
knowing? it is a systematized approach a synthesis of
several works.

1 A functional systems apprach is useful because it
provides a systemic way to analyze what is important to
know about the OE.

1 Red Teaning methodology does not produce solutions,
but insights that inform planning? a logic of inquiry.

9 The aim is to avoid spurious correlations and
condusions.
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1 The goal is to make sense ®for meaning o what goes
on in a particular cultural milieu; for that time, and in that
context, for the purpose of planning and policy making.
1 The Red Teaning cultural methodology aims to
inventory and understand a pe@le and their motivations at
a level of general knowledge for the purpose of resolving
conflict or avoiding violence.
1 The goal of general knowledge is not prediction pese
but understanding in order to control and influence the
outcomes we desire in miliary operations.
'TA EETATTUR OTTA TAOGAOGD
Dr. Geoff Demaregt.:

o e

@BiAie O AHOI

1. To find people and things. Cultural knowledge helps

locate individuals, their wealth and their supporters.

O, 1T AAOAG 1 AAT O AOGOAAI BOE OEAEO
where they will sleep tonight, where their mother is

buried, the number of their bank account and the bank

routing number, where their motorcycle is sitting, their

Ai AEl AAAOAOOR xEAOA AT A xEAT ¢
they feel safe. For the competdr in a violent struggle this

is the first and most compelling reason for cultural

knowledge. It is what Sam Spade, the private investigator,

knows. The rest is useful, too, but if he knows where you

AOA xEET A Ul O ATT60 ETT xToxEAOA
control anonymity, you must know the culture.

2. To communicate well Cultural knowledge can improve
communications with others so as to endear and not

offend, to facilitate collaboration and compromise, and to

settle disputes peacefully when preferableThis involves

language beyond the verbal, and into customs, prejudices,

habits, mores, expectations, fears, historical grievances,
community pride and the like. All knowledge is grist to the
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mill. It will be especially productive to identify aspects of
the culture related to honor and dishonor.

3. To identify objects of desire, sources and holders of

Ppi xAOh COEAOAT AAOh ACAT OO0 j AG
resolution mechanisms, debts, tax relationships,

jurisdictions and expectations. In short, to comprehed the
territorial geography of conflict and conflict resolution.

4. To set reasonable objectives. Knowing how or if to
change the social compact, how long it might reasonably
take you to implement such a change, and how long the
changes might last. This maynclude determining the

ET OAOOAT AGET 1 OEED AAOxAAT DAI
surrounding environment in order to derive durable
improvements in human flourishing and harmony. When
good intentions are not built on sufficient knowledge, the
reward may be aset of nasty unintended consequences. In
a domestic legal setting we demand due diligence of
doctors and lawyers- that they avoid negligent practice.
Strategic due diligence presupposes the programmed and
resourced study of foreign cultures in order to awid
strategic negligence.

5. To put things in the right places. Whether you want to
optimally place a fish pond, police station, camera, or a
shooter, it is local cultural knowledge (and usually the
kind that cannot be gained via remote sensing) that will
guide best.

6. To correctly time actions and activities. Knowing when
to act and not act is a much easier standard if we are
steeped in local cultural knowledge.

7. To get the joke. Jokes work the same mental pathways
as military deceptions. For practical purposeanilitary
deceptions are jokes. Irregular armed conflicts are
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generally clothed in law, economics, propaganda and other
aspects of quotidian, civilian life. Not being able to get
civilian jokes means being vulnerable to the dangerous
military or criminal o nes. Just as the insurgent can move
from military uniform to civilian attire, so can military
thought hide in civilian guise.
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Chapter4

Applied Critical Thinking

it can actually be harder to clear our minds and not

think. Considering the huge amount oéxperience this

gives us with the act of thinking, it should be surprising
how often our thoughts lead us astray. We make unfounded
assumptions, take mental shortcuts, and allow biases to hijack
logic, all leading to decisions and actions that fail to safy our
needs and wishes. By applying a level of criticality to the
thinking process, Red Teaming helps not only to improve our
decisiorrmaking processes, but also to improve the clarity of
our worldview.

I I uman beings think almost every waking minute; in fact,

What is Applied Qitical Thinking?

Psychologists anl researchers have devoted a wide range of
books and articles to the subject of critical thinking, and often
debate the best definition for the term. While UFMCS uses and
references many of those resources, they are not required for a
basic understanding @ the subject. As taught at UFMCSpplied
Critical Thinking (ACT)is the sum of the words. We think all the
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time, so we can understand the mental process of making sense
of the world around us, both the way we perceive it and the way
we would like it to be. Being critical about that process means
intentionally analyzing the merits and faults of those thoughts,
to include evaluating our reasoning and logical processes. We
apply the whole process by injecting the critical analysis of
thought into our decision making to ensure sound, justifiable
decisions. Putting these togetherwe can informally describe
ACT as the deliberate process of analyzing and evaluating the
way we perceive and interpret the world around us, performed
to improve our understanding anddecision making. It includes
the key practice of making the implicit (our unseen and
unexamined thoughts and beliefs) explicit so that we can judge
their value and suitability to the situation.

For a more advanced understanding, we turn to our official
definition:

Applied Critical Thinking (ACT) is the deliberate process

of applying tools and methodologies to critically review

DOl Al AT 6 Au OAOGEET ¢ AAOGOAO N
deconstructing arguments, examining analogies,

challenging assumptions, and exploringlternatives.

Effective employment of ACT tools and methodologies

cannot occur without sekFA x AOAT AGO T &£ 11 A8
AT CT EQET T h AO0O Eix T1T1TA OOEETE
understanding biases, perception/interpretation,

mental models, framing, and worldviews.

The Time Factor

Describing ACT as a process can seem problematic at first.
Many of our most important decisions, including those for
which we have the greatest need for ACT, occur in tirsensitive
environments. We speed toward events, knowing we have to
make the correct decision before we reach a stage at which the
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decision is overcome by events. In such a setting, it is easy to
imagine there is no time to insert an additional process. The
answer to this dilemma involves two parts: first, UFMCS
provides reflexive ways to evaluate and adjust thinking that
becomes natural with practice; and second, we provide
structured tools designed to fit within time constraints while
supporting ACT.

To make critical thinking reflexive or intuitive, we should
first consider the common ways our brains approach thought.
Most situations we face have some time constraint, whether
explicit, implicit, or self-imposed. An explicit example might be
a timed test or a work deadline; there is a distinct, known point
at which the input isdue. In an implicit case, there is still a time
by which input is required, but the time has some sense of
vagueness; consider the example of how long to wait before
calling after a first date or a job interview. A selimposed
deadline can often be seenni the case of deciding when to
purchase a vehicle. The important commonality in all these
cases is that time matters, and it is often in short supply.

Thinking as often as we do and experiencing a range of
scenarios in which time is limited, humans have desloped
shortcuts for the thinking process. We will often face situations
in which we lack the information needed to make a good
decision, but because of time constraints, our minds fill in a
hopefully suitable representation for the missing data. Inother
words, we make assumptions. We also find circumstances in
which events either mirror or conflict with our beliefs, and we
pass judgment basean that agreement or disagreement in the
form of biases(see Figure 4.1) That initial belief often lies bebw
the surface, and only shows itself through our actions. Another
time-saving thought process involves heuristics, or mental
shortcuts that tell us to expect a certain outcome any time we
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see a specific known behavior. Finally, we react to time
constraints by settling, accepting a solution as good enough
given the time available, even though we might prefer a
different outcome.

Recency Biasz the expectation that events
and trendsthat have occurred recently will
have a higher likelihood of recurringor
continuing

Mirror Imaging z the expectation that others
will think and act like us despite having

PRULY .7 A S S S SR RR

Figure 41 Examples of Bias

Time for Red Teaming

With the understanding thatwe learned these behaviors, it
is logical that in most cases we can learn to counter them. In
cases where shortcuts are required, we can learn to use better
ones. To address assumptions, for example, Red Teamers
consider frames and mental models to estaldh an
O1 AAOOOAT AET ¢ T &£ A PAOOITS60O HIEI
Through repetition and comfort with tools like Frame Audits
and 5 Whys, a Red Teamer can rapidly examine a thinking
process, highlight potential issues, and suggest techniques or
apply tools that could provide more satisfactory outcomes.

That same repetition and comfort with thinking differently
OOOAT COEAT O A 2AA 4AAT AOGO AxAOA
and increasing the likelihood of noticing things others might not.
One of the most commonevents Red Teamers identify and
AEAT T AT CA OOETC '#4 EO OAI Cl EQEOR
which is mentally easy and/or familiar. For example, we often
find that in response to a notional problem A, we automatically
respond with solution B. Sometines that works, but other times
it might not. Because of the complexity of the world around us,
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multiple instances of problem A might not always have the same
cause or characteristics. That means we are failing to notice that
we are not actually dealing wih exactly the same problem, and
therefore the exact same solution will not work. By using ACT
skills and tools to identify the oftensubtle differences between
problems, we can alter our responses and apply more
appropriate and effective solutions. As andded benefit, ACT
also helps us avoid the undesired secondrder effects that
might spring from an imperfect solution.

Creating Space and Time

When there is time for a Red Teasr to perform structured
group facilitation in support of ACT, practitioners carcall on a
wide range of tools with which to address the situation. Even in
cases of formal decisiormaking or planning processes, in which
the process requires questions at various points, Red Teams can
help ensure participants are asking the right questins from the
OECEO PTET OO 1T £ OEAx8 &1 O AGAI D
i El EOAOU & oI AGEI1T AAEAOEIT C EI
military members directly opposed to that formation, troop
movements might make it easy for us to respond in the
affirmative and recommend actiom. As Red Teamers, however,
we oould use ACTtools like 4 Ways of Seeingto determine if
there are other reasons for the behavior,or tools like 6
Empathetic Questions to examine motivation and highlight
potential misunderstanding. On the other hand, the same tools
used to examine seemingly mundane activity might reveal
deception and a previously unseen threat.

The disconnect between behavior and perception, e.g.,
whether acertain behavior should be consideredhreatening, is
often caused by differences in how we see the world, and how
we expect the world to work. These viewpoints and beliefs are
often characterized as frames and mental models but can also
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be attributed to cultural differences. Using the cognitive
autopilot discussed earlier, it would be easy to assume that
everyone has the same values, beliefs, and desires that we do,
but that conclusion would not stand up if we were thinking
critically. Every person we encounter, whetheafamily member

or military adversary, hasa unique lifetime of experiences that
shape their perception and beliefs. No two people have exactly
the same experience, so no two people see the world exactly the
same way. As human beings, we tend to group with those like us,
but it is critical to realize that like us does not mean exactly the
same as us.

With this understanding, Red Teamers use tools to create
distance from the problem and allowthemselves and othergo
adopt different perspectives to evaluate understandingACT
tools like the Onion Model provide our minds freedom of
maneuver to deconstruct culture, decipher explicit behavior,
and reveal implicit belief and motivation. While this activity
serves as a core component of the Red Tearg principle of
Fostering Cultural Empathy, it also seves the principle of ACT
by helping critically deconstruct assumptions and beliefs about
others. Chief among these challenged assumptions is the idea
that all members of a common group are the same; ACT combats
this by suspending judgment while identifyirg the things that
make people different using tools likeStakeholder Mapping ,
and then considering how those differences impact the situation.

In cases where answers remain hidden, Red Teams
explore alternatives. When an answer presents itselfRed
Teamers practice healthy skepticism and continue to diverge,
understanding that the first answer is often the easy one, and
the easy answer is rarely the right one. Tools like
Brainstorming and Circle of Voices facilitate divergence. Once
sufficient divergencehas occurred, Red Teamrs apply further
tools like Dot Voting to converge on appropriate solutions. With




RED TEAM HANDBOOK49

this structure, they facilitate the collection of a wide range of
solutions, then logically and critically narrow those solutions to
find the ones that best suit the situation and the desired
outcome.

Combining these activities and practicing them in a
deliberate manner provides the opportunity to adjust our way
of thinking concerning how we see ourselves, how we see the
world, and what might be possilke in the future. That altered
and improved worldview, supported by Red Teaming
techniques and tools, enhances our understanding of the
operating environment and the involved stakeholders.
Understanding that we are always thinking, judging, and
deciding, ACT allows us to think more critically, judge more
accurately, and decide more favorably.

Summary

Red Teams use structured tools and techques to perform
and facilitate Applied Critical Thinking. They do this by
analyzing and evaluating perception and intgretation, with
the goal of improving understanding and decision making. Due
to time constraints in the decisionmaking process, Red
Teamers internalize ACT principles when possible to make
them second nature, as well as tailor activities to match the tien
available. During this practice, we identify assumptions, biases,
and instances of cognitive autopilot, making the implicit explicit
and qguiding groups through exercises to improve
understanding and outcomes. Finally, Red Teams help groups
explore and ewaluate alternatives, revealing previously unseen
possibilities and providing freedom of maneuver.
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Chapter5

Groupthink Mitigation and
Decision Support

single person, are often based on the input and support
of groups of people. Commanders weigh the input of
their staff when making decisions and executives
consider advice from their seniormanagers The d/namics of
such groups directly impact the quality of the information they
DOl OEAAhRh AT A AT 1T OANOGAT Ol U xAEC
Red Teaming addresses the group dynamics andsues in
decisiorrmaking activities present in these scenarios through
the principle of Groupthink Mitigation (GTM) and Decision
Support.

O rganizational decisions, though normally made by a

Group Dynamics and Groupthink

The benefit of using a group for Decision Support lies in the
varied experience, knowledge, and perspectives of the
participants; a group will naturally have a wide range of these
elements than would a single personAs discussed in prevous
chapters, considering alternativeperspectives and approaching
problems from multiple directions leads to Dbetter
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understanding and better decisions. A collection of people
employing good group dynamics is welluited to provide

exactly this to a decision maker, but group dynamics often

precisely what gets Red Teamerto trouble. The problem, at

least in part, lies in the human affinity for grouping and
hierarchy.

Categorizaton and ranking are inherent parts of Western
culture. We group similar things, then establiska hierarchy to
determine relative merit. This behavior is particularly prevalent
any time people gather in groups; we naturally and
automatically identify subgroups and arrange people by
seniority, importance, or other categories. Perhaps nowhere is
this more prevalent than in the military, where we categorize by
service, branch, unit, staff section, etc., and prioritize by the rank
Al AAOT U AEODI A unfofm. Thbughithisibénhbviod O 6 O
helps us to understand the elements of our environment anolur
comparative place in it, this categorizatiorcan directly harm the
effective group dynamics required for providing Decision
Support.

Psychologist Irving Janis natd that such behavior is so
common and harmful that hepopularized the term @roupthink
to describe what often happens when we join together.
Groupthink comprises multiple elements, all of which can
contribute to unsatisfactory outcomes. First, the formig of a
COl 6 AAT EIi I AAEAdiASQE AN GA AIGRT O E
This leads to both an ofterunfounded sense of moral and
intellectual superiority for group members and a sense of
pressure toward conformity and uniformity for members.
Rather than exploting the range of knowledge, experience, and
viewpoints mentioned earlier to generate multiple options, this
pressure artificially drives group members to agree on a single
line of reasoning. It also impacts theCOT OP6 O BROAADO
adversaries by assumig they have the same level of group
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conformity; misperception can be particularly harmful when a
single person displays hostility. In such a case, a group can
incorrectly assumehostility from all members of the adversaial
group, leading to unnecessary adlict.

A second issue of groupthink presents itself in actual and
perceived hierarchy. Few people willingly and openly challenge
their superiors in a group setting, as disagreeing with your boss
can be detrimental to your career. In other instances, senio
ET AEOEAOATI O AOOAAI EOE OEAI OAIl OF
the group from following certain lines of reasoning, therefore
limiting the divergence that might be required to find a suitable
solution. Likewise, groups can evolve into a hierarchy of
extroverts and introverts, with the former dominating the
AT 1T OAOOAOETT xEEI A OEA 1 AOOAO0BO
the censorship of people and ideas is directed or salhposed,
it always limits and sometimes destroys the effectiveness of the
group.

Harmful group dynamics and groupthink can also set the
OOACA &£ O OEA OAOAOQUITA ETT xi
presented by a senior member or a forceful personality,
OOAOCAT AT 6O 1T EEAR O7A AAT Al1 A
OEAO86 OUDPEAAI | Uons ®E Godversatlox bf N O
alternatives, even when people do not agree. Group members
often choose to avoid challenging such statements in the belief
OEAO AT ETC O xiI OI A AA ETAEEAA
progress. In either case, valuable opinions ahinformation
remain unspoken while the group drives on unaware.

Groupthink Mitigation

To combat such behavior and support better decision
making, Red Teamers pratce Groupthink Mitigation. This act
helps groups establish dynamics more conducive to the de
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flow and sharing of information and the generation of quality
alternatives.

Groupthink Mitigation (GTM) is the application of tools
designed to foster divergent thinking during problem
solving by including the perspectives of every member of
the group before converging on a course of action.
Inherent in the GTM techniques are the requirements of
the individual to consider and record their thoughts
before group engagement and use anonymity to
encourage feedback.

GTM fundamentals include countering hierachy, exploiting
anonymity, and providing time and space.

To counter the negative aspects of hierarchy, Red Teamers
focus on removing the fear of recrimination and embracing the
democratization of thought. Anyone can have a good idea, but
that is of little value if the person is afraid to speak up. In cases
where participants are willing to share, but simply afraid of
contradicting superiors, Red Teamers use tools lik€ircle of
Voices to solicit input, combined with the strategy of starting
with the most junior group member and moving up in rank. This
provides an opportunity to hear honest opinions that have not
been influenced by statements from senior members.

In cases where group members still resist providing
information, or where senior members automaically prefer the
opinions of certain individuals over those of others, anonymity
becomes a useful approach. Participants are freed to diverge
and present ideas outside the realm of the expected, which often
opens new and useful avenues to address the glem. Red
Teamers accomplish anonymity by employing tools lik& Will
Get You 25 or by soliciting written information from group
members and sharing without attributing sources. Such
methods allow groups to discuss ideas without attaching them
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to personalities or positions, and therefore evaluate them
purely on the merits of the idea. Anonymity also helps avoid
peer pressure, as it forces participants to generate their own
ideas without knowing what others will provide.

Personality and temperament can also present challenges
in a group setting, which Red Teamers counter by providing
space. While some people enjoy aggressively attacking
problems in a group setting, others prefer to contemplate the
problems and think them trough fully before discussing. For
these scenarios, Red Teams leverage awareness of such
preferences to identify those people and ensure they have an
opportunity to contribute by using tools like Think -Write -
Share or Think -Draw -Share and intentionally allowing time
before requesting input.

Decision Support

The combination of GTM tools and techniques improves
group dynamics and restores the value of having a range of
participants in a group. Once a group overcomes the natural
predilection toward groupthink, Red Teamers leverage the
knowledge and expertise of the group members to facilitate
divergence. As discussed earlier, variety of experience,
knowledge, and perspective helps a group provide higher
guality support to decision makers. Divergence continueshtat
variety by allowing members to explore a range of nomtuitive
ideas and previously unrecognized options. Tools like
Brainstorming and Mind Mapping contribute to this first part
of the Ideal Group Process, focusing on generating options
without passing judgment.

After a period of initial debate on the divergent ideas, the
process continues to convergence. In this phase, Red Teamers
help groups evaluate the merits and applicability of the
generated ideas using tools likédot Voting . While providing a
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decision maker with options can be beneficial, providing too
many options becomes overwhelming and counterproductive.
Convergence ensures the best of the generated ideas make their
way to the top, to present the decision maker with options the
group determines are most appropriate to the situation and
most likely to accomplish the desired results.

Summary

Groups often provide decision makersvith a wide range of
experience, knowledge, and perspectives on which to rely, but
group dynamics and groupthink can shotage that effort. This
typically happens because of categorization and hierarchy. Red
Teamers apply tools and facilitate groups tomitigate these
issues andempower all group membersto participate. Once the
group is functioning properly, structured approaches support
divergence of thought to generate alternatives and convergence
to narrow those alternatives to the best options to support the
decisiorrmaking process.
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Chapter6

Thinking Creatively

AThe only thing harder t
the military mind is g:¢
Basil Liddell Hart, Thoughts on War, 1944

disposition to generate ideas that are both new and

useful, is very important for military leaders, teams,
and staffs. However, many aspects of military culture tend to
impede creative thinking. Some of the barries to creative
thinking include time pressures, hierarchical structures,
emphasis on uniformity and training standards, and a
predilection for risk avoidance due to the potential for severely
negative outcomes of flawed decisions.

T he ability to think creatively, that is, the ability and

The Creative Thought Proess

The thoughts and actions by which people generate novel
and adaptive ideas can be modeled by a-dfage process.
Although the linear model depicted below is a useful tool for
describing and understanding how creative ideas are generated,
in actual invertive situations the stages of the process tend to
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blend together, and the progression is iterative and nonlinear.

Stage 1: ProblenFinding

The first stage in the creative thought process iproblem -
finding (see Figure 6.1) Many successful innovatordelieve
that this is the most crucial stage of the processThe key in this
stage is to see beyond the symptoms and gain an understanding
of the underlying or root causes of the problem, and how the
current situation differs from the desired state.

The Creative Thought Process

Problem Idea
Finding Communication

&
Idea
)

Verification
“The formulation of the problem is often more essential
than its solution, which may be merely a matter of
mathematical or experimental skill.”

Preparation

.w.

Albert Einstein

Figure 6.1 Creative Thought Process Problem Finding

Effectiveproblem -finding can be very difficult when facing
complex or unstructured problems. Additionally, when teams
conductproblem -finding in organizational settings, theyoften
face significant challenges such as groupthink, confirmation bias,
motivated reasoning, and egocentrism.
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Red Team Tools:

Red Teaners can greatly assist leaders during this stage of
the creative thought process by using Red Team Tools,
especially:

Shifting the Burden Stakeholder Mapping
Problem Framing  Cultural Perception Framework
4 Ways of Seeing 5 Whys
Analysis of Competing Hypotheses

*Alternative Futures Analysis is also a very useful way for
leaders to anticipate and prevent future problems.

Stage 2: Preparation

After finding the problem, the team immerses itself in the
problem. During the preparation stage (see Figure 6.2) the
team typically tries all previously known solutions. If they
discover a solution that works during this initial seach, they
apply the solution and move on, especially in timsensitive
situations.

The Creative Thought Process

P Problem Idea
Finding Communication

[
&

| Ideation ’

“It was always necessary, first of all, that | should have
tumed my problem over on all sides to such an extent
that | had all its angles and complexities in my head.”

Herman von Helmholtz

Figure 62 Creative Thought Process Preparation
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The goal duringpreparation is to learn as much as possible
about the problem, the contextand even how similar problems
have been solved in different domains. There are also significant
challenges to teams in this stage, including:

1. The tendency to interpret the situation in such a way as
to erroneously identify the problem to be like one that
they have previously experienced and to which they have
a known solution

2. The tendency to oversimplify complex problems
3. The tendency for groupthink
4. Failure to challenge, or even to be aware of assumptions

5. The tendency to minimize or deny the presence of
problems in order to avoid blame or the appearance of
weakness / ignorance

Red Team Tools:

Red Teaners can assist leaders and teams during the
preparation stage using Red Team tools such as:

Key Assumption s Check Fishbowl
Think -Write - Share 5 Whys

Thepreparation stage continues until the team either finds
a potential applicable solution to try or ceases mental work on
the problem.

Stage 3: Ideation

The third stage of the creative thought processdeation , is
probably the stage most often associated wh creativity (see
Figure 6.3). This stage also is an individual action. Even when
the planning or problem solving is conducted collaboratively by
a team, the initial creative insight occurs to a single person.
Having said that, working collaboraively in the preparation
stagecan significantly increase the chances of any individual in
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the group experiencing a creative insightespecially in teams
comprising people with diverse perspectives, experiences, and
areas of expertise

"ACET T ET C x E OE bobkOThd Atiof Tholighi A O &
published in 1926, there has been a widely accepted notion that

the ideation stage consists of: Step % Incubation , Step 27
lllumination .

The Creative Thought Process

Idea
Communication

Verification

Problem
Finding

Vo

lllumination

“ICreative] insights are like cats. They can be coaxed,
but they don‘t usually come when they're called.”
John Kounios

Figure 63 Creative Thought Process Ideation

Incubation begins when the leader or team working on the
problem puts the problem aside and either begins deliberate
work on a different problem or enters a state of cognitive
relaxation. Although creative insights rarely occur while the
person is studying and activey} thinking about the problem (the
preparation stage), they are much more likely to occur if the
preparation stage was thorough, and the person consciously
thought about the problem in detail and from different
perspectives.

At some point during the incubation stage, an insight
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comes to mind, often suddenly. This is thlumination . One
of the best, accounts of thencubation z illumination stages
was from German Scientist and prolific inventor, Herman von
Helmholtz, who said during a speech,

ARnOftené [ideas] appeared witho!i
inspiration. They never came to a fatigued brain and never at

the writing desk. It was always necessary, first of all, that |
should have turned my problem over on all sides to such an extent
that | had all its angles and complexities in my head. Then there
must come an hour of complete physical freshness-and quiet well
being before the good ideas @ftesehey were there in the

morning when | first awoke. But they liked espeakaly to

their appearance while | was taking an easy walk over wooded
hills in?sunny weather. o

Red Team Tools:

Red Teaners can assist leaders and teams during this stage
to think more divergently and bring about more creative
insights using Red Team tools stcas:

Divergence - Convergence TRIZ
Structured Brainstorming

Stage 4. ldea Verification

Once the person has experienced the insight and has a new
and creative idea, they share it with the team. The team
members need to think it through, asking themselvegquestions

s~ A A~ N NN

OOAE AOh O7EIT OEEO AAOOAI T U xI1 OE
In most cases, the creative insight generated during the
Ei 1 O ET AOGET 1 AOOEOAO ET Ol OEA

incomplete. As psychologist J.S. Dacey noted about tiea
verifica tion stage(see Figure 6.4h OEEO EO xEAOA OC
AA OAOOAA ACAET OO3OEA AT 1T A OAAI E(
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Teams tend to be more effective atlea verification than
individuals for a few reasons:

4AAI O AAT EAI B I EOECAOA OEA 1
xEOE Ul 00 EAAAho AT A AEOOACAOA
to wishful thinking, pride, and protective instinct. It is very
natural for a person to develop a personal attachment to their
new idea. It is critical, but indeed not natural, to dispasenately
and objectively analyze ad critique your own new idea.NOTE:
Teams are only better than individuals during this stage if they
operate in a climate conducive to candor and characterized by
intra-team trust. To be successful, it is also very impamt for
them to have processes in place to mitigate the tendency for
groupthink.

Teams, especially when comprising members with diverse
areas of expertise and perspectives, can better anticipate how
the implementation of the new idea might impact other aspcts
of the organization.

The Creative Thought Process

ﬁ Problem 9 Idea
Finding Communication

0 -
{  Preparation
,:sg, a

Ideation b

|dea Verification is where “the idea must be
tested against the cold reality of fact.”
John S. Dacey

Figure 64 Creative Thought ProcessIdea Verification
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Red Team Tools:

Red Teaming tools, and especially Red Teaning mindset
can greatly enhance the effectiveness of individuals and teams
during the idea verification stage. The Red Team Tools that tend
to be most useful during this stage:

Premortem A nalysis What if? Analysis
Stakeholder Map ping Fishbowl

Stage 5Communication

During the communication stage (see Figure 6.5) the
person or team that generated the new idea informs the
relevant organizational stakeholders of the idea.

The Creative Thought Process

Problem Idea
Finding Communication

Idea

Verification

4

N

“A new idea that would disrupt the status quo is most
vulnerable when it first encounters the establishment.”
Rob McClary

Preparation

'.‘

Figure 65 Creative Thought Process ldea Communicaton

The goal at this stage is to communicate the new idea in a
way that the relevant stakeholder:
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1. Understands the idea, the problem that the idea is meant
to solve, and the associated costs and risks of implementing
the new idea, and

2. Supports the idea. This is, of course, a critical step
because having a new idea, no matter how brilliant, is of no
value to the organization until it gets implemented. And to
get implemented, the idea must be shared with those in the
organization who can direct actions sukc as committing
resources, changing policy, or reprioritizing efforts and
assets.

For ease of descriptioncommunication is listed here as a
single stage. However, in practice, especially in collaborative
settings, the communication of a new idea is oftemlone in
multiple steps, interwoven with the idea verification stage in
an iterative sequence.

There are a few significant challenges to success during this
stage as well, especially if the person with the creative idea is

1170 AITTC OEA odlEaldrsEThds®dhillenged® O,

include:

1. The organizational climate in hierarchical units can
often appear to its members as unreceptive to ideas that
challenge the status quo. Such organizational climates can

AAOGAO 1T AT AAOO xEI AOAuwi® OATE

their creative ideas.

2. The creative person needs to be able to communicate
the new idea in a manner that is understandable by the
leaders. The more creative the idea ithe tougher it will
tend to be for people unfamiliar with the idea to
understand it.

Red Team Tools:

The Red Team methods and tools that can best assist
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leaders and teams during this stage include:

i Stakeholder Mapping , specifically the analysis of

interests step. Identifying the specific interests of key

stakeholders enables thereative team to effectively

articulate how the implementation of the new idea would

OAOOA OEA OOAEAEI T AAOOG EIT OAOAC
1 A variation of Argument Deconstruction , specifically

using the tool to help construct a compelling argument

that ensures sound logic wih clearly stated premises that

sufficiently support the desired conclusion.

1 A variation of Determining the Suitability of an

Analogy combined with the 4 Ways of Seeing Using an

analogy can be an effective way to use a familiar concept to
communicate an unfamiliar concept (the new idea) in a

compelling manner4 To be effective, the communicator

must be sure that the receiver is indeed familiar with the

source concept andperceives it in a favorable way. Thd

Ways of Seeing is a tool to help envision anoth O DA OOT T 8 ¢
perspective and thereby gain empathic accuracy.

Summary

The ability to think creatively promises to be increasingly
important for Army leaders and teams. With some practice and
study, the Red Team Tools described in this book can
significanty AT EAT AA 1 AAAAOOS AAEI EQEAO
and foster organizational climates in their units that develop
AT A EAAEI EOAOA OEAEO OOAT OAET AOAC

1M. A. Runco and C) OT 11T AR O0OI1 Al Al &E
'''''''' ET 001 Al Ai  &ET AE
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Chapter7

Red Teaming Tools,
Techniques , & Practices

the modern operational environment is all of these and

more, demanding flexibility and adaptability of both

thought and action to succeed. Every situation holds
unigue challenges, demanding more than just a standard
response from a checklistt Red Teamersengage this
environment as architects, drawing from a host of skills and
tools to design and craft custom solutions supporting their team.
Though they learn from experience, Red Teamers know every
challenge is different, whether through context, culture, 10
countless other influences.

V olatile, uncertain, complex, and ambiguous (VUCA),

To address such an environment, Red Teamers rely on
training and experience to build uniquelycapable teams. They
then apply Red Teaming tools, techniques, and practices (RT
TTP) in flexible yet purposeful ways to craft a sudéble
framework on which to build their recommendations. Mastery
of RT-TTP allows them to adjust for time and purpose and
permits the reevaluation of progress and alternative
approaches when needed. This dynamic approach allows them
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to assess situations, @dgnose problems, and design and test
solutions in a fluid manner, adapting to the volatility and
complexity of the event.

Tools

Tools can serve multiple purposes, depending on the
method and circumstances of employmentTools are typically
not intended to stand alone, but rather to work in sequence with
each otherto support a decisionmaking process As illustrated
in Table 1, mosttools support Applied Critical Thinking (ACT)
and/or Groupthink Mitigation (GTM). The table proudes an
initial categorization of tools that enable the Red Teamer to
OEET E AAI 6O OxEAO Oii11 Al O1 A
them.6 Once you select your tools, yourQ A A isdc€ess is
dependent on the judicious selection, sequencing, and
application of tools within the context of thesituation and time
available.

A Technique The Ideal Group Process

Adopted from Russo and Schoemaker@/inning Decisions
the Odeal Group Procesé provides a framework for group
divergent and convergent thinkingoverlaid with ACT andGTM
tools (see Figure 7.1). The Red Teamer selects the
recommended ACT or GTM tod (see Table 7.1) and
methodically takes the group fromdivergent thought, through
analysis, debate/discussion, and then convergent thought.
Continuous ACTand GTM tool employmentbring variations of
existing thoughts, perceptions, and views into the discovery of
new ideasand critical evaluation. Just as the Yin and Yang, the
ACT and GTM dols are applied in a continually revolving
feedback loop throughout the framework, in a never-ending
state bounded only by the time available.

Practices

As you consider tle use of tools and techniquedyere are
somepracticesto keep in mindwhen working with a group:
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1. Some roles to assign to a Red Team

a. CorOOAOEAT s Advocate Aol 6
AEAI 1 AT CA OEA COI 6P6O OEETE
who has had experience with employing Red Teaming.

b. A recorder to take notes, collect the dat, and

capture the story/narrative.

c. Avisualizer to draw diagrams from discssions,
sketch models/pictures and envisionthe outcomes.

d. Subject Matter Experts, who have expertise in
their field and access to analytics and research to
support the group.

2. Build anoutline/framework that will guide the group
through its process. Consideutilizing a Design Storyboard
to critically think through how you are going to deal with
the problem, which tools youcould use, and what the
desired end statecould look like.

3. Allow the group to define their own rules on how they
will proceed when working together. Better-defined rules
will provide transparency amongst the group and will
enhance collaboration and honest feedback.

4. Keep an @en mind and withhold judgment while
diverging and allow the emergence of new ideas.

In closing,the Red Teamingl TPswithin this handbook add
to the steps on your lifelong journey of learning. Doing and
thinking in the same way over and over again in an ever evolving
VUCAenvironment will set you and those you support up for
failure. Just as you train your psychenotor skills for the
battlefield, take the time for serious study of thinking about how
to draw divergent information from groups and then how to
challenge their assumptions tley rely on for their decisions.As
a famous 16'-century Japanese swordsmaiMiyamoto Musashi
ITAA OAEAh O4EAOA EO 11 0A OEAI
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Table 71 ACT- GTM Matrix
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